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Abstract

The study addressed the audit risks when using the blockchain
technology and developed a proposed framework that defines the
role of the external auditor based on the inherent risks of the
blockchain technology. Where this was clarified through a
presentation of the types of risks inherent in by using the block
chain technology, which included "the risks of the network
governance mechanism and the consensus of the network
participants, the risks of data confidentiality, the risks of linking
the different block chain protocols, the risks of managing private
keys, the risks of merger, the risks of scalability Information
technology risks, smart contract risks, technological growth risks
and code development, business continuity risks and disaster
recovery. Through achieving the objective of the study, the study
presents a proposed framework that defines the role of the auditor
using the inherent risks of blockchain technology. The stratified
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random sample method was relied upon to select the study
sample, which consisted of 167 individuals, and it included three
categories: (faculty members - auditors - employees of
companies that have a system based on blockchain technology).
The field study has proven that the external auditor faces new
risks through using the blockchain technology, which include
(risks related to the network governance mechanism and the
consensus of network participants, risks related to data
confidentiality, risks related to linking different block chain
protocols, risks related to managing private keys, risks related to
risks related to merger, scalability risks, information technology
risks, smart contracts risks, technological growth risks and code
development, business continuity risks and disaster recovery).
The study reached the acceptance of the study hypotheses, which
are; There is a positive relationship between the development of
auditing and the inherent risks of blockchain technology, and that
there is a positive relationship between the proposed framework
and the development of auditing of block chain technology.

Keywords: Blockchain technology, inherent risks, the role of
auditors.
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