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Abstract

In today’s digitally interconnected world, cybersecurity
risks in developing countries are rising rapidly in both scale and
complexity. As a result, managing these risks from an integrated
management perspective has become a strategic necessity rather
than a luxury. However, research on Cyber Supply Chain Risk
Management (C-SCRM) practices remains scarce, particularly in
the Egyptian context. Therefore, this pioneering study explores
how C-SCRM practices are conceptualized and implemented
within Egypt’s financial sector. The study conducted ten in-depth
semi-structured interviews with experienced professionals and
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analyzed the findings using the Technological-Organizational-
Environmental (TOE) framework and ecosystem theory. The
results indicate that Egyptian financial institutions face
challenges comparable to those of their global counterparts. C-
SCRM is a dynamic and adaptive process that mainly depends on
both internal preparedness and coordinated actions to collectively
or individually manage these cybersecurity risks across the
broader financial ecosystem. In addition, the findings reveal that
successful  C-SCRM implementation requires balancing
technological and organizational capabilities with effective inter-
organizational collaboration and regulatory alignment. By
integrating the TOE framework with an ecosystem perspective,
this research enriches the limited body of literature on C-SCRM
in developing economies and offers practical insights for
policymakers and industry leaders seeking to strengthen the
security and resilience of Egypt’s financial sector.

Keywords: Cyber Supply Chain Risk Management (C-SCRM),
financial sector, Technological-Organizational-Environmental
(TOE) framework, ecosystem theory, developing economies
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. Introduction

In today’s interconnected world, organizations
increasingly rely on diverse technologies that have fundamentally
transformed their operations into complex cyber supply chains
(C-SC)(Fernando et al., 2023).This digital transformation extends
beyond traditional organizational boundaries, and creates
networks of interdependencies among partners, suppliers, and
other stakeholders across the globe(Friday et al., 2024). In fact,
C-SC consist of a comprehensive ecosystem that integrates
people, technology components, and processes throughout the
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entire product and service lifecycle(Gani & Fernando, 2024).
This change has automated and digitalized operations and supply
chain management activities (Sadeghi R. et al., 2024). It also has
revolutionized traditional supply chain relationships by
improving collaboration, visibility and operational capabilities
among diverse supply chain partners (Ghadge et al., 2020). To
exemplify, advanced digital technologies like digital platforms
now allow organizations to track operations in real-time, share
critical data securely, and optimize processes across multiple
stakeholders(lvanov, 2021)

However, several scholars and practitioners have expressed
growing concern about the surging rate of emerging cyber threats
that disrupt the entire supply chain ecosystem (Aarland, 2024;
Jazairy et al., 2024; Sadeghi R. et al., 2024). To clarify, when
organizations integrate their systems and share data with multiple
partners, each connection potentially creates new and unforeseen
vulnerabilities for cyber threats that present have both known and
unknown cyber risks (Cheung et al., 2021). In response to emerging
cyber threats, there is a growing strategic necessity to manage risks
from an integrated management perspective rather than a purely
technical one (Creazza et al., 2022; Pandey et al., 2020). A single
focal organization cannot adequately protect exposures to different
significant vulnerabilities into critical systems and infrastructure
across the entire ecosystem(Gani et al., 2023; Gani & Fernando,
2024). Instead, this end-to-end C-SCRM approach can protect
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against emerging cybersecurity risks by fostering relational
connections and collaborations between various stakeholders (Friday
et al., 2024). C-SCRM was described as a systematic process for
managing exposures to different cybersecurity risks (Fernando et al.,
2023; Gani et al., 2023; Gani & Fernando, 2024). However, to date,
research on C-SCRM remain limited (Jazairy et al., 2024).

While previous empirical studies have mainly examined C-
SCRM practices within the manufacturing sector (Fernando et
al., 2023; Gani et al., 2023; Gani & Fernando, 2024), there
remains a notable research gap concerning their application in
other critical industries like the financial sector. This gap
highlights the need for an in-depth exploratory study to generate
comprehensive understanding of C-SCRM practices in the
financial sector. Therefore, this study aims to address this gap by
investigating the following research questions:

RQ1. How can C-SCRM practices be conceptualized and
implemented in the financial sector to manage cybersecurity
risks within the cyber supply chain ecosystem?

RQ2. What are key factors influencing the implementation of
C-SCRM?

In this regard, this study employs two main theoretical
frameworks to investigate C-SCRM practices and associated
challenges within the Egyptian financial sector. First, ecosystem
theory (Adner, 2017) that provides a comprehensive lens for

Yo Y0 oy - Gl sl e Lelall Al
YV,



Into the unknown. A qualitative exploration on Cyber Supply ....

Yasmine Afifi Mohamed Afifi

understanding C-SCRM practices that could extend beyond focal
organization and require complex network of relationships and
interdependencies. This theoretical foundation enables deep
analysis of how C-SC create both opportunities and vulnerabilities
in C-SCRM. Second, the TOE framework provides a
comprehensive theoretical lens for wunderstanding different
challenging factors that influence implementation of C-SCRM
practices. This framework examines three key contextual elements
(technology, organization and environment) that influence
organizational decision-making and implementation processes.

The remainder of this paper is organized as follows: The
next section provides an overview of recent literature on C-
SCRM. Section Three introduces the theoretical frameworks
underpinning the study. Section Four outlines the research
methodology adopted for this study. Section Five presents and
discusses the findings of the qualitative study. At the end, the
paper offers a brief conclusion, followed by discussion of
limitations and proposed directions for future research.

2. Literature review

Cybersecurity risks have emerged as one of the top risks in
2024 and are expected to significantly impact the global landscape
over the next decade (World Economic Forum, 2024). Perhaps the
best way to manage those different cybersecurity risks is to start
understanding what they mean. One common definition is that any
risks emerge from the use of IT system that could compromise
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three fundamental aspects of security, including confidentiality,
availability and integrity(Eling & Schnell, 2016). Another
perspective viewed cybersecurity risk as an event involving
exposure to danger or loss(Pandey et al., 2020).

As evident in the literature, cybersecurity risks can be
categorized into three distinct classifications: The first
classification depends on the nature of the activity, differentiating
between criminal and non-criminal incidents. Criminal incidents
typically involve intentional efforts to compromise systems for
malicious purposes, whereas non-criminal incidents might result
from unintentional errors or system failures that create security
vulnerabilities (Colicchia et al., 2019; Creazza et al., 2022). The
second classification focuses on the type of target attacks such as
malware deployment, insider attacks leveraging internal access,
spam campaigns targeting users, and distributed denial of service
(DDoS) attacks (Ghadge et al., 2020). The final classification is
based on the source of the risk as proposed by Pérez-Mordn
(2022) who categorized risks based on the source into three
dimensions. First, supply risk emerges from interactions with
external vendors and suppliers including potential threats from
inaccessible supplier systems, theft of vendor credentials,
breaches within vendor networks, and malicious modifications to
source code through malware. Second, operational risk focuses
on internal processes and systems, such as plant malfunctions,
unexpected operational disruptions, coding error detection
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failures, product specification fraud, and data theft. Finally,
customer risk addresses threats related to end-user interactions
and data protection, including intellectual property theft,
unauthorized data access and manipulation, fraudulent
communications, and unauthorized payment gateway access.

Furthermore, recent reports have revealed that the number
of cybersecurity incidents in the financial sector rose
dramatically from 1,829 in 2022 to 3,348 in 2023(Statista, 2023).
This sharp upward trend highlights huge cybersecurity challenges
to the financial sector. Similarly, the International Monetary
Fund (2024) stated that these cybersecurity risks in the financial
institutions not just disrupt day-to-day operations but also
potentially destabilize entire financial markets and shake public
confidence in the financial system. As financial institutions form
the backbone of our economic stability, this concerning increase
in cyber incidents calls for an urgent review and strengthening of
current practices and defense mechanisms.

According to Global Cybersecurity Index (GCI) 2023-
2024, Egypt stands among role modelling group of 47 nations
and ranks within the top 12 countries globally (ITU, 2024). This
remarkable achievement reflects Egypt's commitment to advance
its national cybersecurity capabilities, frameworks, and
preparedness. It worth noting that Egypt achieved a perfect score
of 100 points across all evaluation criteria, marking substantial
progress from its 2020 score of 95.48 points. This improvement
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indicates Egypt's successful implementation of robust security
frameworks and its dedication to maintaining high standards in
cybersecurity practices.

At the same time, Egypt ranks 50" among the top breached
countries in 2023(Surfshark, 2023). According to the National
Telecommunications Regulatory Authority (NTRA), Egypt ranks
among the top 20 wvulnerable countries to cyberattacks.
Furthermore, according to Incident Response Team (EG-
FinCIRT), the financial sector confronts an increasing rate of
cyber threats, including vendor updates, zero-day vulnerabilities
and rising malware with 137 critical, 375 high, and 148 medium-
severity (EG-FIinCIRT, 2023). This highlights an important gap
between development and practical implementation of the
practices that address and manage cybersecurity risks. While
Egypt has established robust cybersecurity frameworks and
strategies, earning recognition in the GCI, the high number of
successful  breaches indicates ongoing challenges in
operationalizing these capabilities across all sectors.

However, while Egypt's overall cybersecurity progress,
there remains a critical need to examine specific C-SCRM
practices within the financial sector. The increasing digitalization
of financial services and growing interconnectedness among
supply chain partners creates new vulnerabilities that require
detailed investigation. Understanding how financial institutions
implement C-SCRM practices becomes crucial for managing
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different emerging cybersecurity risks maintaining this
cybersecurity excellence, particularly as cyber threats continue to
evolve and become more sophisticated.

Extant literature shed light on the relevance and
significance of C-SCRM approach for managing cybersecurity
risks in cyber supply chains(Colicchia et al., 2019; Creazza et al.,
2022; Fernando et al., 2023; Gani et al., 2023; Gani & Fernando,
2021, 2024). C-SCRM practices are meant to identify, assess,
mitigate and manage cybersecurity risks within the entire
ecosystem (Colicchia et al., 2019; Creazza et al., 2022; Fernando
et al., 2023; Gani et al., 2023; Gani & Fernando, 2021, 2024).
Specifically, three foundational practices include governance,
systems integrations and operations to establish comprehensive
end-to-end supply chain control that enables continuous
adaptation to emerging challenges (Boyson, 2014; Fernando et
al., 2023; Gani et al., 2023; Gani & Fernando, 2021, 2024).

Furthermore, multiple empirical studies extensively examined
C-SCRM practices in the manufacturing sector (Fernando et al.,
2023; Gani et al., 2023; Gani & Fernando, 2021). However, to date,
C-SCRM research in the financial sector has underdeveloped (Uddin
et al., 2020). This gap is particularly significant given the sector's
critical role in national infrastructure and its unique cybersecurity
challenges. Therefore, investigating C-SCRM practices in Egyptian
financial sector would provide valuable insights for maintaining and
enhancing the country's distinguished position in global
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cybersecurity rankings.

3. Conceptual background

The concept of supply chain risk management (SCRM) has
been highlighted clearly in management research that mainly
focused on identifying, assessing, and mitigating various risks
such as operational, supply, or demand risks that can affect the
flow of goods and services from suppliers to customers (Guerra
et al., 2024). C-SCRM represents an evolution of traditional
supply chain risk management (SCRM) by explicitly
incorporating cyber security issues into managing the risks
associated with supply chains(Fernando et al., 2023; Friday et al.,
2024; Gani et al., 2023; Gani & Fernando, 2024; Melnyk et al.,
2022). Cyber risks have been considered as equally important as
other traditional risks because of the increasing use of digital
technology and connectivity in modern supply chains(Herburger
et al., 2024). Consequently, scholars and practitioners
acknowledge that digital processes, data flows, and
interconnected IT systems brought new vulnerabilities that
require an integrated management approach(Gani & Fernando,
2024; Gaudenzi & Baldi, 2024; Herburger et al., 2024).

In this regard, C-SCRM was defined as the management
approach designed to identify, assess, and mitigate risks that
steam from cyber threats throughout the entire IT/OT supply
chain (Pandey et al., 2020). To a similar extent, Gani and
Fernando (2024) defined C-SCRM as a comprehensive
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integration of cybersecurity, enterprise risk management, and
supply chain management to address the unique risks posed by
evolving threats in cyber supply chains. This comprehensive
approach extends beyond traditional technical security measures
to encompass both managerial and human controls across the
entire supply chain ecosystem.

Current literature reveals confusion in terminology and
concepts related to C-SCRM practices. Scholars and practitioners
highlight the need for tailored methodologies to manage cyber
risks across different industries and organizations(Friday et al.,
2024; Gani & Fernando, 2024). For instance, Hasan et al. (2021)
The level of an organization’s awareness, preparedness and
commitment to prevent and combat cyber-attack.

Friday et al. (2024) proposed some of a set of practices
that might improve supply chain cybersecurity such as
information sharing, joint decision making, alignment of
incentives, standard guidelines and supply chain integration. In
contrast, Jazairy et al. (2024) emphasized on the different
strategic C-SCRM activities including risk identification,
protection, detection, response and recovery that could improve
the performance of supply chain in terms of two dimensions
cyber resilience and robustness. Furthermore, other scholars
attempt to propose foundational practices of C-SCRM practices
that could be placed to improve cyber supply chain performance
based on three dimensions including, governance, system
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integration and operations (Boyson, 2014; Fernando et al., 2023;
Gani et al., 2023; Gani & Fernando, 2021, 2024). The study
adopted the latter foundational key C-SCRM practices and
defined it as a set of distinct but complement activities

Furthermore, the implementation of these practices varies
across countries, sectors and organizations. With respect to the
researchers’ best of knowledge, there is no scientifically based scale of
C-SCRM practices in the financial sector so far. Therefore, C-SCRM
practices might differ from those of manufacturing contexts(Fernando
et al., 2023; Gani et al., 2023). Therefore, this study adopts two main
theoretical frameworks to understand the nature and implementation
of C-SCRM practices in the Egyptian financial sectors. First,
Ecosystem theory provides valuable insights into how different actors
within the financial sector conceptualizes and implement C-SCRM
practices (Adner, 2017). This perspective highlights the importance of
integration of C-SCRM efforts across the supply chain. Organizations
cannot view their cybersecurity in isolation but must consider how
their practices affect and are affected by other ecosystem members.
This requires developing comprehensive risk management strategies
that account for both direct and indirect relationships within the supply
chain network (Adner, 2017).

Furthermore, this study employed the technology-
organization-environment-framework to understand the challenging
factors influencing implementing C-SCRM practices in Egypt that
was originally proposed by Depietro and Fleischer (1990). This
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framework has emerged as a valuable theoretical lens to analyze C-
SCRM implementation due to its comprehensive and adaptable
nature. For instance, Hasan et al. (2021) captured key factors
affecting the cyber security readiness of organizations including IT
infrastructure, top management support, organizational skills,
organizational  culture, collaboration  with  competitors,
supplier/partner relationships, government regulations, government
support, and industry standards.

Figure 1
Embedding the TOE Framework within Ecosystem Theory
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. Methodology

This study adopted a qualitative exploratory research
design to investigate C-SCRM practices within the Egyptian
financial sector. The exploratory nature of this study was deemed
appropriate due to the scarcity of empirical research examining
C-SCRM implementation in emerging market contexts,
particularly within the Egyptian financial context, which requires
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an in-depth understanding of current practices and challenges.

A purposeful sampling strategy was employed to select
participants with different professional backgrounds and
expertise relevant to C-SCRM practices. Specifically, criterion-
based purposeful sampling was used to ensure participants
possessed knowledge and experience in information security,
network security, risk management, or audit functions within
Egyptian financial institutions. The sampling criteria included:
(1) minimum three years of experience in relevant areas such as
information security, network security, or risk management roles
(2) and current employment in the Egyptian financial sector.

The final sample consisted of ten participants who were
from different backgrounds in the Egyptian financial sector as
shown in Table 1. It is worth noting that for confidentiality’s
sake, participants who were assigned as P1, P2 and so on, up to
P10. While this sample size is small, it is considered sufficient
for exploratory purposes to reach data saturation and obtain
enough perspectives about C-SCRM in the Egyptian
context(Clarke & Braun, 2013).

Semi-structured interviews served as the primary data
collection method. This approach was selected for its ability to
provide flexibility in exploring participants’ lived experiences
and perspectives while maintaining sufficient structure to address
key research themes. These interviews consist of open-ended
questions to seek different perspectives of conceptualizing and
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practicing C-SCRM. The final interview protocol was developed
to discuss topics about C-SCRM practices and implementation
challenges including 4 questions. some of the interview
questions were adapted from relevant research (Tonn et al.,
2019). This guide primarily incorporates open-ended questions,
with additional follow-up and closed-ended questions to obtain
clarification or elaboration on participants' responses. The
average duration of each interview ranged from 60 to 90 minutes.
Six interviews were conducted face-to-face, while the others
were carried out over the phone. The participants were assured
about their identities and responses would be kept anonymous
and confidential to encourage their participation. Throughout
these interviews, the researcher diligently took notes. Another
two participants refused the full interview in person due to the
scheduling conflicts and requested a questionnaire to supplement
the conversation. These in-depth interviews were conducted till
the theoretical saturation was reached as determined by the
diversity of participant perspectives and the emergence of
consistent concepts and themes within the data.

Table 1
Overview of Participants
Participants Position
1 ‘ Technical Information Security Manager
2 IT Director
3 ‘ Business Information Security Manager
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Identity and Access Management Senior officer

‘ Applications and Cybersecurity Team Leader

Network and Cybersecurity Senior Officer

‘ Business Information Security Manager
SOC analyst

© 00 ~N o O b

‘ Security architect
10 IT Director

Source: authors own works

After the collection, interview transcripts were shared with
participants for review and verification to ensure their reliability.
Furthermore, the data were coded manually using excel sheets
and analyzed through an experiential thematic analysis which
based on subjective experiences and perspectives of
participants(Creswell, 2015). The analysis began by identifying
subsets of data that represent meaningful concepts, ideas, or
patterns. These codes were typically assigned as short phrases or
labels that capture the essence of the data. Subsequently, the
codes were organized into overarching themes and patterns that
provided insights into the research questions and objectives for
more details see Table (2) and Table (3). Finally, the identified
themes were reviewed and refined to ensure accurate
representation of the data and coherent interpretation of
participants' perspectives.

Table 2
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Generation of initial codes from primary data

Examples of representative quote

Initial Code Reference
Implementing
CBE cybersecurity Our financial sector is adopting the CBE Cybersecurity guide to P1
framework manage cybersecurity risks.
Conducting risk We assess cyber risk security maturity and work on them to P3
assessments implement security controls per our policies and standards.
Developing
security policies We follow a defined C-SCRM guideline based on CBE P10
and standards
Hiring security This period we tried to deal with CBE assessment by hiring P5
personnel employees to perform certain function
Training This move is not just about crisis management; it is a clear
employees on demonstration of the importance of proactive, collaborative defense P1
cybersecurity strategies in the face of evolving cyber threats
. We conduct regular cybersecurity audits of our vendors and
Auditing vendors . . .
and suopliers suppliers, as mandated by the CBE, to ensure the integrity of our P3
PP extended network
Monitoring and Continuous monitoring is a cornerstone of CBE strategy. The team
scanning for employ security ratings services, network scans, and log data P5
threats analysis to keep a vigilant eye on supplier environments
Responding to In the wake of supply chain cyberattacks, the CBE usually sends an p1
cyber threats alert to all banks
L CBE’s cybersecurity framework highlighted the importance of
Cultivating . : , . : L
. . leadership buy-in. It's not just about having policies, but about B3
leadership buy-in . . ;
making them a lived reality
L Adapting to the CBE's cybersecurity standards requires significant
Investing in . . R
. investment, a hurdle particularly for smaller banks with limited P5
cybersecurity
resources
. . Since implementing enhanced cybersecurity measures, we've noticed
Reducing security L L S L
. a significant reduction in security incidents, contributing to a B3
incidents ;
stronger trust bond with our customers
. The CBE's f n third-par r rity has | |
Supply chain cyber e CBE's focus on third-party cybersecurity _as ed us to de\_/e op
security robust protocols for vendor management, ensuring that every link in P4
our chain is secure
i Stre?gthenlng ou.r cybersecurity posture h.as had'a posmve. impact
not just on security, but also on our organization's reputation and P4
customers :
market standing
Collaborating with It underscores the critical role of regulatory bodies in guiding and p1
regulators safeguarding the financial ecosystem against emerging cyber threats
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Examples of representative quote

Initial Code Reference
The proactive cybersecurity measures we've adopted have
Reduced A . . . .
. significantly reduced downtime and disruptions, demonstrating our
Downtime and . . . . . L ;
increased resilience in practical terms. | think that in line with P2
Increased . . S
L regulatory requirements, has built a resilient infrastructure capable
Resilience . . .
of withstanding evolving cyber threats
. . Managing third-party cybersecurity risks requires collaborative
Man;gln?i:grd effort. We work closely with our vendors to adhere to the P5
party cybersecurity standards set by the CBE
. The evolution of digital banking has brought cybersecurity to the
Adapting to . L . . ,
. forefront of our operational priorities. Protecting our clients P2
evolving threats . o .
financial information is paramount
Implementing the CBE's cybersecurity regulations is not just a
Cultural shifts technical challenge; it also demands a cultural shift within financial P1
institutions towards security-first thinking
Although the use of emerging technologies brought us different
Emerging cyber-attacks, organizations and individuals can use them too for
technologies security purposes. The more we are surrounded by Al driven P7
adoption attacks, the more we need to involve these technologies to detect
them earlier.
Note: P; participant
Source: authors own work
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Table 3

Generation of final themes by combining sub-themes

Final Themes Subthemes Description Codes
Implementing CBE cybersecurity
framework
Conducting risk assessments
Governance References to following regulations Developing security policies and

C-SCRM Practices

and guidance from CBE

standards
Auditing vendors and suppliers
Collaborating with regulators
Hiring security team

Systems integration

Collaboration among firms,

regulators, supply chain, and

customers to enable effective
decision making

Auditing vendors and suppliers
Managing third-party risks

Operations

The development and
implementation of daily
cybersecurity measures

Monitoring and scanning for threats.
Responding to cyber threats
Adapting to evolving threats

C-SCRM Outcomes

Cyber supply chain
performance

Internal security performance
perspective, external security
performance, resilience

Reducing security incidents
Supply chain cyber security.
Reduced Downtime and Increased
Resilience

Contextual Factors

Organizational factors

Resource constraints
Management support
Cybersecurity culture,

Firm size
Culture

Technological factors

Emerging technologies

use of data analytics, API, cloud
computing, Al, two

Environmental factors

Regulations
Collaboration

Regulator, regulatory role

Relational factors

Trust
Interdependence

Source: authors’ own work

5. Findings

This section presents the key results derived from the
exemplary quotations of personal comments and notes on the
interviews undertaken. The main aim of the interviews was to
gain various insights into the nature of C-SCRM practices in the
financial sector. in addition, the interviews aimed to provide
some of the challenges for implementing C-SCRM practices.
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5.1 The nature of C-SCRM practices in Egypt

All participants had confirmed that The Central Bank of
Egypt (CBE) and the Egyptian Financial Regulatory Authority
(FRA) developed and published comprehensive cybersecurity
frameworks to provide all the banking and non-banking financial
institutions with best practices, standards, and requirements that put
in place to identify, assess, and mitigate cyber-related risks that can
affect the financial ecosystem. However, some of these practices
were mandatory, and others are advisable depending on the
criticality of the situation. As P1 stated, “Our financial sector is
adopting the CBE Cybersecurity guide to manage cybersecurity
risks. Since 2021, CBE sent us this framework to strengthen
cybersecurity posture and protect against evolving cyber threats”.

In addition, multiple participants believed that CBE plays
an important regulatory role and provides guidelines that consist
of security policies and programs to manage cybersecurity risks.
This framework includes governance practices such as
establishing risk management processes. “We follow a defined
SCRM qguideline based on CBE. Firstly, we assess cyber risk
security maturity and work on them to implement security
controls per our policies and standards. We do our best to follow
the formal C-SCRM program based on well-defined processes.”
Other participants mentioned that CBE cybersecurity framework
may require creating dedicated cybersecurity teams and training
to build expertise. As exemplified by P5, “This period we tried to
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deal with CBE assessment by hiring employees to perform
certain functions and conduct plans for raising current and
future employment awareness about cybersecurity risks .

Furthermore, all participants agreed that the CBE
framework introduced many practices related to managing
multitier supply chain cybersecurity risks. Several responses
acknowledged the importance of securing the entire supply chain
networks through vendor audits, assessments, collaboration, and
monitoring. For instance, P2 reported that “In our bank, we
implement strict compliance checks in line with CBE's directives.
Recently, we developed supplier risk assessment gquestionnaires
that require all suppliers to complete a cybersecurity
guestionnaire and conduct onsite audits for high-risk partners.”

Other responses viewed that implementing C-SCRM
practices no longer becomes the sole internal responsibility of
focal financial institution, but also the entire supply chain that
requires collaborative efforts of all stakeholders. This supports
the importance of ensuring the security of all nodes in the
network to maintain the resilience of embedded systems in the
financial ecosystem. For instance, P4 “The CBE's focus on third-
party cybersecurity has led us to develop robust protocols for
vendor management and ensure that every link in our chain is
secure.” This can be done by establishing maintaining
sustainable relationships with supply chain partners as reflected
by P5: “Managing third-party cybersecurity risks requires
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collaborative effort between our internal environments with
Fintech companies, our developers our vendors, other
cybersecurity service providers to adhere to the cybersecurity
standards set by the CBE”.

As well as the role of regulatory role of CBE, it always
plays continuous monitoring role in ensuring the security posture
of financial sector in Egypt referring to the recent attacks taken.
As illustrated by P1.:

“In the wake of supply chain cyberattacks, the CBE
usually sends an alert to all banks. It guides and safeguards the
financial ecosystem against emerging cyber threats. This move is
not just about crisis management; it is a clear demonstration of
the importance of proactive defense strategies in the face of
evolving cyber risks.”

Additionally, there is a common agreement among
participants about the importance of sharing reliable and accurate
information role among supply chain partners. In the words of P7:
“In the cyber welfare age, supply chain transparency isn't just
beneficial; it's essential. You must know what you need to protect
then trace the origins of vulnerabilities and respond more swiftly to
potential threats.” However, the level of visibility may differ across
entities based on the type of data itself. P7 mentioned that “Although
CBE enable us to have authority to have a complete visibility in our
supply chain partners, we currently monitor all published assets
rather their internal assets.”
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Figure 2

Coding representation of C-SCRM practices
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52 Theme 2: factors influencing C-SCRM practices
Implementation

Several challenges were found that participants face,
especially for smaller entities with limited resources. These
challenges include the need for significant investment and a
“cultural shift" towards security-first thinking, as stated by P1
“Implementing the CBE's cybersecurity regulations is not just a
technical challenge; it also demands a cultural shift within
financial institutions towards security-first thinking.”

Most of participants agreed that there is also a shortage of
cybersecurity skills and talent within the sector. P2 mentioned
“The rigorous demands of the CBE's cybersecurity framework
underscore the need for hiring cybersecurity experts and
professionals and enhanced skills and training within the
banking sector, and this is what we are currently working on”.
Also, specific personnel must be recruited for cyber defense and
governance roles to meet CBE framework requirements,
explained by P4 “CBE proposed a cybersecurity structure of key
functions essential to implement. This necessitates the
recruitment of additional personnel to undertake specific tasks
related to cyber defense and information security management
governance.” Additionally, different vacancies must be
addressed to fulfill the audit demands described by P5.
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Further, top management support is another critical factor.
When leaders are genuinely committed to a policy, their support
can help ensure that the policy is not just a formal document but
is formally practiced. This is implied by P3 “CBE’s
cybersecurity framework highlighted the importance of
leadership buy-in. It's not just about having policies, but about
making them a lived reality.”

Moreover, not all the participants have a basic
understanding of the concept of Industry 4.0. That is why the
researcher provided them with some examples of Industry 4.0.
Unlike other industries, the FinTech industry has accelerated the
use of disruptive technologies to provide and improve existing
financial services and systems. P1 stated that “The FinTech
industry in Egypt has undergone a digital transformation that is
beneficial for both clients and companies.” He added:

“The adoption of mobile applications, e-registration, e-
KYC, e-applications, e-contracts, e-signatures, and e-
disbursements through digital wallets, POS terminals, and cards
enables more convenient for clients to apply for loans and
signing them electronically. On the other hand, adopting mobile
apps, customer relationship management systems, loan
origination systems, and loan management systems with recovery
and field officer components has significantly boosted
operational efficiency and customer service for companies.
Additional disruptive technologies like chatbots, robotic process
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automation, optical character recognition, Al-powered image
recognition, process mapping, and machine learning have further
enhanced operations by improving accuracy and efficiency”.

Therefore, the FinTech industry relies more on mobile
applications and devices which make it vulnerable to data
breaches, fraud, and compliance violations. P3mentioned “With
every new technology, there is a risk of unknown threats and
vulnerabilities ”.

There are conflicting views raised by the participants about
the strategic role of emerging technologies. Some believe it
increases cyber threats. For instance, P4 mentioned that “/ believe
that Al-driven attacks increased these days because of the extensive
use of custom ChatGPT bots to exploit vulnerabilities or entry
points.” Others highlight the importance of leveraging these
technologies like APIs and two-factor authentication for security
(P2,7 and 8). P2 mentioned that “APIs application programming
interface software act as the digital gatekeepers which enforce
security protocols and ensuring a robust defense against cyber
threats, making them indispensable in fortifying our digital
landscapes.” Regarding two factor authentication, P7 stated that
“Egyptian financial sector recognizes the importance of robust
security, embrace two-factor authentication as shield against
unauthorized access, safeguarding the wealth and trust of their
valued customers.” However, there is common consensus that the
more digital payment methods are used, the greater the need for
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cybersecurity measures to implement to protect sensitive financial
data such as authentication, device security, and encryption.

Furthermore, some mentioned that not all the emerging
technologies have been adopted in the entire sector. For example,
The CBE prohibited the adoption of cloud computing services for
local banks to ensure the security in terms of availability,
confidentiality, and integrity of these sensitive financial data and
financial systems. As illustrated by P9: “Storing data on public
cloud platforms can cause data breaches and loss of control over
the country's financial information”. Although cloud services
platforms have not been widely adopted by banks, some fintech
companies have currently used them. There is increasing
collaboration between banks and fintech companies, as well as
with other support service providers such as software technology
companies. This collaboration increases the attack surface and
complexity of security management, especially if proper
enterprise application integration is still lacking.

P7 stated: Although emerging technologies brought
different cyber-attacks to us, we can use them for security
purposes as well. The more you are surrounding by Al driven
attacks, the more need to involve these technologies to detect
them earlier. ”

6. Discussion
This qualitative study explores the concept of C-SCRM
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within an emerging economy context. The study proposes novel
insights into the contextual factors that shape C-SCRM practices
in the financial sector. The results clearly showed that the
financial sector, much like its counterparts in other parts of the
world, faces various cybersecurity risks that need to be addressed
and managed rather than prevented

The interconnected financial ecosystem: the findings of the
study demonstrate that the Egyptian financial sector operates as an
interdependent and interconnected ecosystem of suppliers, customers,
regulators, technology providers, and other stakeholders (Adam, 2021).
This evolving perspective highlights the necessity of understanding
relational factors such as dynamic interactions and co-dependence
among various actors in the financial ecosystem (Jazairy et al., 2024) or
trust(Hampton et al., 2021). This interconnectedness presents both
opportunities and vulnerabilities. The findings reveal that a security
breach in one part of the network, whether with a supplier or third-party
partner, can generate ripple effects throughout the entire ecosystem.
This finding aligns with previous research emphasizing the cascading
effects of cyber risks in interconnected systems (Aarland, 2024;
Colicchia et al., 2019; Pandey et al., 2020). Indeed, these results reflect
a growing recognition that managing cyber risks within complex digital
ecosystems require dynamic interactions and co-dependencies among
multiple stakeholders, including suppliers, service providers, regulatory
bodies, and customers(Jazairy et al., 2024). The study also reveals that
focal institutions are encouraged to not only secure their internal
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processes but also collectively collaborate with their ecosystem
members to ensure comprehensive protection across the
network(Aarland, 2024; Friday et al., 2024).

When financial institutions engage in information sharing,
align cybersecurity standards, and collaborate on risk management
strategies, they enhance the entire ecosystem’s collective capacity to
detect, respond to, and recover from cyber threats.

Concept evaluation: A key finding of this study is the
clear distinction between C-SCRM concepts and constructs. The
concept of C-SCRM pertains to theoretical understanding of
practices related to identifying, assessing, and mitigating risks
across the cyber supply chain. In contrast, the construct of C-
SCRM refers to its operationalization through various indicators
or dimensions. The findings suggest that bridging the gap
between conceptual understanding and practical implementation
remains a key challenge for many institutions.

Three-dimensional construct: the study findings confirm
that C-SCRM practices can be conceptualized through three
dimensions: governance, system integration, and operations.
These dimensions align with prior research (Boyson, 2014;
Fernando et al., 2023; Gani et al., 2023; Gani & Fernando, 2021,
2024; Guerra et al., 2024). Furthermore, the study reveals unique
characteristics within the Egyptian financial context where key
practices were categorized in this study based on their functional
roles by type (people, process and technology) and criticality
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(mandatory or advisable). This classification serves as a strategic
tool to guide implementation priorities which may vary across
financial institutions.

Governance: This study clearly defined governance as the
structured mechanism of setting clear policies and make
decisions based on guidelines as issued by the CBE and FRA
cybersecurity frameworks to effectively manage cyber risks in
the Egyptian financial Ecosystem. In this study, key components
of governance were identified as processes and practices of
decision-making structure, policy and procedures in terms of
compliance, formal risk management, continuous risk
monitoring, asset management, change management, disaster
recovery planning, and business continuity planning. According
to the results, governance also has clear processes for
accountability and control where roles and responsibilities of
individuals, or groups have been defined for meeting objectives
or addressing issues, ensuring that corrective measures are taken
on time. As per most participants’ responses, this study reveals
there is strong evidence suggesting that many financial
institutions in Egypt are still in the early stages of establishing
structured cybersecurity governance, with implementation efforts
varying in both depth and maturity across institutions.
Responsibilities, such setting cybersecurity policies, monitoring
cyber risk levels, and making decisions to secure the digital

Yo Y0 oy - Gl sl e Lelall Al
YYAY



Into the unknown. A qualitative exploration on Cyber Supply ....

Yasmine Afifi Mohamed Afifi

infrastructure, are still being defined and assigned under the
supervision of the CBE and FRA. In practice, this study reveals
new cybersecurity roles that have been proposed such as SOC
analysts, SOC managers, business continuity analysts, data
custodians, and security engineers in the financial sector to
manage cybersecurity risks. This critical finding reinforces
earlier studies that referred to the talent shortage emerged a
significant inhibitor factor to effective implementation of C-
SCRM (Hasan et al., 2021; Orji & U-Dominic, 2024).

System integration: this study also defined system
integration as the process of coordinating and aligning various
embedded systems, software applications or solutions to work as
a unified and cohesive unit. This system integration was
proposed to include internal and external systems integration
where it effectively works to enable seamless secure information
flow and coordinated operations across the entire network. This
finding also supports prior work that integration allows systems
to automatically exchange data and information which also in
turn stop cyberattacks before they cause harm to focal financial
institutions and to the entire supply chain(Fernando et al., 2023;
Gani et al.,, 2023; Jazairy et al.,, 2024). Also, participants
mentioned that there is continuous integration among various
actors in the financial ecosystem who work in parallel to manage
cybersecurity risks.

Operations: this study conceptualized operations as
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human-driven processes, policies, and steps that ensure that
systems and users are well prepared to prevent and respond to
potential threats effectively. In the Egyptian financial ecosystem,
participants defined practical processes that financial institutions
employed to maintain cyber hygiene by continuously monitor
and scan for threats, respond, handle and recover from cyber-
attacks. Key subcomponents of operational procedures were
identified to include threat intelligence, regular audits and
assessment, security incident and event monitoring (SIEM),
incident response plans, communication protocols, and employee
training and awareness programs. This finding aligns the
previous studies that demonstrated that operations in C-SCRM
are all about putting in place, managing, and continuously
improving the practical measures that ensure cybersecurity
threats are effectively managed in a daily basis(Gani et al., 2023;
Gani & Fernando, 2024)

According to the results of this study, cybersecurity risks
have become unavoidable and emerged from anywhere in the
network. Given the diverse nature of financial services and the
varying levels of risk exposure, a one-size-fits-all approach to C-
SCRM is unlikely to be effective. Instead, a shift towards more
customizable and flexible C-SCRM practices that can be tailored
to the specific needs and different risk profiles of different
entities within the ecosystem. This would allow for more
effective management of cyber risks in a way that is aligned with
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each institution’s operational realities and business objectives.

Contextual factors influencing C-SCRM practices: this
qualitative study sheds light on key challenging factors
influencing C-SCRM. Drawing from the Technology—
Organization—Environment (TOE) framework and ecosystem
theory, these factors can be classified into technological factors,
organizations factors, and environmental factors.

Technological factors: Two technological factors: the
extent of digitalization, and digital competencies were proposed.
The extent of digitalization refers to how an organization adopts
digital tools into its operations. This implies the transformation
from traditional methods to digital approaches and is essential
because the more digital an organization becomes, the more it
relies on robust IT systems to secure its operations.
Implementation of technologies includes the actual deployment
and use of technological solutions (including hardware, software,
and related IT systems). The extent to which these technologies
are implemented influences an organization’s readiness for
cyber-security, as advanced and well-integrated technologies
form a key defensive layer against cyber-attacks. This study also
supports the ongoing debate about the paradoxical role of
emerging technologies in cybersecurity(Arroyabe, Arranz, de
Arroyabe, et al., 2024; Ivanov, 2021; Pandey et al., 2020). Some
of participants argued that technological advancements bring new
opportunities for enhancing operations but also create new
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vulnerabilities. For example, the rapid advancement of artificial
intelligence has made it possible for attackers to exploit system
weaknesses using Al-driven attacks. On the defense side, some
Institutions have begun to adopt robust security measures such as
application programming interfaces (APIs) and two-factor
authentication to further secure their network. Also, the study
shed light on the digital maturity of the financial institutions,
where local financial banking institutions were restricted to adopt
cloud computing technologies as infrastructure.

Digital competencies refer to the level of digital skills and
competencies within an organization which could impact the ability
to implement and manage cybersecurity effectively. Also, this
dimension was supported by technological factors that could
influence(Arroyabe, Arranz, Fernandez De Arroyabe, et al., 2024)

Organizational factors: The results of this study found
that talent with right skills gaps, resource constraints, and driving
cultural shifts were identified as organizational factors in this
study. As previously mentioned, the shortage of cybersecurity
talent within financial institutions where they do not always have
enough skilled professionals to manage and mitigate risks.
Participants highlighted the need for significant investment and
cultural transformation towards "security first thinking". top
management support was identified as crucial for translating
cybersecurity policies from formal documents into practiced
reality. This finding is consistent with

Yo Y0 oy - Gl sl e Lelall Al
ARAN]



Into the unknown. A qualitative exploration on Cyber Supply ....

Yasmine Afifi Mohamed Afifi

Additionally, the size of an institution was considered an
important organizational factor. The size of an institution often
influences the way it governs itself. For example, a larger
institution usually has more complex systems of governance to
manage its diverse operations and many stakeholders. This
means that large financial institutions often have multiple layers
of management, formalized policies, and more structured
decision-making processes where larger financial institutions are
typically more capable of implementing complex systems and
adhering to cybersecurity protocols compared to smaller
organizations. Furthermore, the size of an institution also plays a
role in its relationship with external influences like regulators,
investors, and suppliers. For instance, a large organization with a
significant market share tends to have more power and influence
over regulatory changes and supplier agreements. This size-
driven influence might mean that these institutions can negotiate
more favorable terms or might be subject to stricter regulatory
compliance due to their considerable impact on the economy

Environmental Factors: two main factors were identified:
regulatory requirements and stakeholder collaboration. The CBE
plays a proactive regulatory role that often issues alerts to financial
banking institutions and develop precautionary actions after
cybersecurity incidents. The CBE's regulatory factors usually drive
specific organizational structures and compliance measures within
the financial ecosystem. Additionally, the study sheds light on
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increasing collaboration between banks and fintech companies
creates complexity in security management, particularly when proper
enterprise application integration is lacking

Towards an Integrative Framework Development: this
study proposes an integrative framework that combines the TOE
framework with ecosystem theory. In this framework,
technological, organizational, and environmental determinants
are interconnected through collaborative network effects that
extend beyond the boundaries of individual focal entities. As
illustrated in Figure 4, the framework not only captures the
factors influencing C-SCRM implementation at the firm level but
also explains how these practices collectively contribute to
improving cyber supply chain performance across the broader
ecosystem. By integrating firm-level and ecosystem-level
perspectives, this study explores the multi-actor nature of
cybersecurity challenges and highlights the importance of
coordination and interdependence among stakeholders.
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Figure 3
An Integrative framework: TOE and Ecosystem influences on the
implementation of C-SCRM practices
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. Conclusion

This qualitative study is the first phase of two-phase
research design that explores the conceptualizations of C-SCRM
practices in the Egyptian financial sector. Through in-depth
interviews, the study proposed new ways of understanding how
these practices are implemented in the Egyptian context. C-
SCRM is conceptualized as a dynamic and iterative process, by
which focal entities could either individually or collectively
identify, assess, and mitigate cyber risks within the financial
ecosystem. These risks not only threaten internal operations but
may also compromise the broader network of interconnected
partners and systems. Therefore, C-SCRM can be viewed as an
evolving journey requiring continuous adaptation and influenced
by different factors rather than one time intervention.

This study makes several significant theoretical contributions
to C-SCRM literature. The study provides a novel theoretical
framework that integrates the Technology-Organization-
Environment (TOE) framework and ecosystem theory to capture
different factors influencing C-SCRM across financial ecosystems.
The study provides conceptual clarity of C-SCRM which may
support future theoretical development. It also confirms the multi-
dimensional nature of C-SCRM, including governance, system
integration, and operations within the Egyptian context. Finally, it
emphasizes the dynamic nature of C-SCRM, promoting adaptive
capability theories in response to evolving cyber risks.
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This study provides actionable insights for key
stakeholders in the financial ecosystem. It highlights the
necessity for financial institutions to develop talent management
strategies including recruitment, training, and retention programs
for new cybersecurity roles like SOC analyst, and system
architect. The findings also have significant implications for
regulators and policymakers, emphasizing the need to integrate
digital transformation and cybersecurity in supply chain rather
than treating them separate policies. It suggests the importance of
having specific policies tailored for financial institutions. This
includes investing in partnerships with educational institutions
and professional development organizations which may help
address skill shortages.

. Limitations and future research avenues

This research employed a qualitative methodology to
address the research questions, which presents certain inherent
limitations that should be acknowledged. The primary limitation
of qualitative research relates to the generalizability of the
findings. While the qualitative approach provided rich insights
into C-SCRM practices within Egypt's financial sector, these
findings cannot be broadly generalized for two key reasons. First,
this exploratory study focused on understanding and developing
theoretical frameworks rather than validating and refining them
through hypothesis testing. Additional confirmatory research
would be necessary to test and verify relationships. Second, the
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relatively small number of interviewees drawn exclusively and
non-probability from the financial sector limits the broader
applicability of the findings across different industries and
contexts. Future research could employ mixed methods to test the
model across different industries.

There are several promising avenues for future
investigation. First, employing mixed methods would enable both
statistical validation of the theoretical frameworks and deeper
qualitative insights into implementation. This methodological
approach would strengthen the findings through triangulation of
multiple data sources and analytical techniques. Second, future
scholars could enhance understanding of how C-SCRM practices
vary across different industries and contexts. For instance, a
cross-sector comparative analysis would reveal both common
challenges and industry-specific considerations in managing
cyber supply chain risks. This broader perspective would
contribute valuable insights into developing more robust and
adaptable risk  management frameworks.  Additionally,
longitudinal studies could examine how C-SCRM practices
evolve over time in response to emerging technologies and
changing threat landscapes. This temporal dimension would
provide important insights into the dynamic nature of cyber
supply chain risks and the effectiveness of various mitigation
strategies across different organizational contexts.
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